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DRAFT IT SERVICE PROVIDER POLICY 
 
 
PURPOSE This Policy and its related documents provide a framework to 

assess the risks associated with engaging a potential information 
technology (IT) service provider and arrive at a decision that is 
in the best interests of the University and its community.   

This Policy aligns with the University’s goal to deliver services in 
the most cost-effective, efficient and convenient manner within 
the limits of its capacity and resources.   

 

SCOPE This Policy applies to all areas / departments / faculties at 
Brock University as well as the Brock community (faculty and 
staff) [hereafter collectively referred to as “area(s)”] who are 
considering engaging a service provider for any direct or 
indirect IT-related products or services (e.g., hardware / 
software, consulting, etc.).   

Note that the scope of this Policy excludes the engagement of 
individuals who are providing services as IT contractors. 

 

POLICY 
STATEMENT 

The security of Brock’s data centre and the Brock University 
technology environment as well as the integrity of Brock data 
under the care or control of an IT service provider must be 
paramount at all times.  

The risks of utilizing an IT service provider must be explicitly 
recognized by the area contemplating such use.  The area must 
work with Client Services, Information Technology Services 
(“ITS”) to determine and document all related risks as outlined 
in the IT Service Provider Assessment Questionnaire. 

Appropriate controls related to the engagement of an IT service 
provider must be implemented by the area to address key 
known risks.  
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All areas must comply with the University’s procurement 
requirements as part of their consideration of an IT service 
provider. 

Responsibility 

This Policy, including its interpretation and application, is under 
the jurisdiction of the AVP, ITS. 

 

COMPLIANCE 
AND REPORTING 

Policy violations should be reported to the Director, Client 
Services, ITS.  These will be escalated to the AVP, ITS.   

ITS will work with the non-compliant area to ensure that key 
risks are explicitly recognized and appropriate controls 
implemented. 
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